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Abstract 

Detecting and handling faulty nodes is one of the main challenges in wireless sensor 

networks (WSNs). Due to the deployment of WSNs in unmanageable and hostile 

environments, sensor nodes are vulnerable to numerous failures. The fault is the defect 

of the system that can cause an associate degree incorrect state. The fault can cause 

some failures. The faulty sensor node may create inaccurate data and broadcast towards 

the sink node will decrease the WSN network lifetime. This work is focused on the data 

fault detection in the data samples based on the antecedent attributes. The complete and 

consistent fault detection algorithms successful performance ensured that the fault 

detection rate as metrics was improved. 

 

Keywords: Wireless sensor networks, data fault detection, antecedent attributes, Fault 

detection rate, false alarm rate. 

 

1. Introduction 

A wireless sensor network is geographically distributed autonomous sensors to 

monitor physical or environmental conditions such as temperature, sound, light intensity, 

pressure, and to cooperatively pass their data through the network to the main location. 

WSN is the Setup of nodes from one to several hundred or even thousand, where each 

sensor node is connected to one or many sensors. The interconnected sensors in wireless 

sensor networks produce data continuously, which is unclear and unreliable. Data fault 

detection is the effective processing and analysis of data streams, becomes our most 

extreme importance for various applications. The real-time applications are 

environmental monitoring [1], healthcare natural disaster relief, traffic control, disaster 

area monitoring. 

In health care applications [2], the sensors are placed in or on the human body to 

measure the patient's vital parameters, like blood pressure level, blood sugar level, body 

temperature, pulse rate, and respiration rate. The captured data is processed locally and 

forwarded to the doctors for the necessary actions. In environmental monitoring 

applications [3-5], sensors used for the monitoring pollutions in the environment, and 

sensors sense the agriculture-related parameters water levels in the farm, soil condition, 

and humidity and forwards to the respective authorities of pollution control board for 

reducing pollutions and farmers for the better farming. In structural health monitoring, 

sensors monitor the buildings and dam damages and send them to the respective 

engineers to predict and solve the issues before severe structural damage occurs. 
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Wireless sensor network-based flood/drought forecasting system [6] senses 

flooding/drought possibilities and forwards the authorities to gain new information to 

take timely relief measures. The sensor nodes in the wireless sensor network can sense 

the environment and process and forward the data to the other sensor nodes.  

 WSN's applications require accurate data to provide correct information to the end-

user. The need for information quality provided from wireless sensor networks, collected 

sensor data may be of less quality and reliability due to the lesser cost nature and harsh 

deployments of WSN. The data fault detection methods ensure the quality of the data 

samples, allow cleaning of collected data, and provide useful information to end users 

while maintaining low energy consumption and support computational efforts due to 

sensor nodes' restricted-energy resources. The data detection model is constructed for 

identifying different upon past data structures of WSN, and it can detect data faults 

among new observations with good detection percentage. 

Different types of data faults are mostly in wireless sensor networks [7]. The common 

types of data faults are out of range fault, noisy fault, stuck at fault, outlier fault. The out 

of range fault is defined as the sensor data lies outside of its specified range. The noisy 

fault is the sensor display as an unexpectedly high amount of variation. The stuck-at fault 

is defined as a series of data values that experiences zero variation for some time more 

significant than expected. Outlier fault is defined as the sensor data vary from other 

sensor node data beyond the expectations. The sensor nodes sense the environmental 

conditions and pass their data into the sink node for the data analysis. Figure 1 shows the 

wireless sensor networks. 

 

                                      

 

 

 

 

  

 

 

Figure 1: Wireless sensor networks  

 

2. Related Works  
 

 A distributed reference-free algorithm [8] is based on local pairwise verification 

between sensors monitoring the same physical system. A linear relationship exists 

between the outputs of a pair of sensors for measuring the same physical system.  Based 

on the relationship, the faulty sensors may be detected within the global network's sub-

network system. Faulty sensors affecting sparse spikes in their sensor data samples can 

be found with spike magnitudes and times accurately estimated. The fault detection 

method's main feature depends upon the reference data samples; it does not depend upon 

complete knowledge of the system input. Because of the pairwise verification between 

sensors, it can also be performed in a decentralized manner.  
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Distributed Fault Detection (DFD) [9] identified faulty sensor nodes by exchanging 

data and comparing neighboring nodes. DFD scheme finds the failed nodes by 

exchanging information and mutually testing among neighbor nodes in the sensor 

network. Still, the fault detection accuracy of a DFD scheme depends upon the neighbor 

node's failure. It would decrease speedily when the number of neighbor node's failure 

rate is high. Weighted median fault detection scheme [10] used spatial correlations 

among the sensor data samples to detect the data faults in WSNs.  A novel approach to 

weighing the neighbors' data samples is presented in this work. 

Adaptive fault-tolerant detection scheme for wireless sensor networks [11], each 

sensor node identifies a fault event locally using its neighboring nodes' data samples. 

Confidence levels of sensor nodes are exploited to adjust the threshold for decision-

making, resulting in a consistent fault detection rate even with more faulty nodes.  

Sensor fault detection and isolation proposes three different methods to detect the 

sensor faults for the application of WSN based wind turbine system [12]. The wavelet 

transform-based approach is adopted to detect and isolate the short fault data samples 

and recovered with an interpolation method. A cross correlation-based method was 

proposed to see constant faults. The dynamic time warping method is adopted to find 

noise fault by checking the similarity measurement of data samples. 

The belief rule-based (BRB) method analyzed the data characteristics of the WSN and 

the correlation of data [13-15].   BRB fault detection method divides into two sections, 

i.e., fault detection and determination of fault type. In fault detection, the collected data 

is analyzed, and faulty samples of sensors are isolated.  In determining fault type, the 

sensor data features are used to extract the antecedent attributes, and a model of 

determination of fault type is constructed based on hierarchical BRB.  The hierarchical 

BRB model solves the rule explosion problem caused by too many antecedent attributes 

and higher detection accuracy. The Kalman filter based fault detection uses the 

combination of Kalman Filter with Extreme Learning Machine for predictive 

classification of incorrect data against the standard data depending upon the data pattern. 

The data fault detection method is qualitatively categorized into four sections [16]. 

The rule-based methods use domain information to create heuristic rules for identifying 

faults. Learning-based methods determine the model and train the model with the sensor 

data used to detect the faulty data samples. Estimation based approach uses the spatial 

correlation between the sensor data to see the faults.  The time series method adopts the 

temporal correlation between the sensor data for detecting data faults.  The existing 

works related to the data fault detection prove to detect defects effectively and 

efficiently, but the fault detection algorithm has higher complexity. So it's unable to feed 

into sensor nodes to see the sensor faults. The existing methods are suitable for fault 

detection at the back end operations that is work with the sensor data sets.  

Voting-based faulty node detection methods adopt sensor data's spatial correlation 

with the neighboring sensor nodes used to detect the defective sensor nodes. But it does 

not consider the distance and coverage parameters of neighbors. It reduces the detection 

accuracy. Table 1 describes the notations used in fault detection algorithms. 

 

3.  The proposed data fault detection algorithms 

The proposed fault detection algorithms are based on the antecedent attributes and 

spatial-temporal correlation between neighbor data samples. 
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Table 1: Notations used in the algorithms 

  

Symbol  Meaning 

S 

n 

 Set of all sensors in fault detection Algorithms 

Number of sensor readings 

Sum  Sum of sensor measurements 

𝜇  Mean of sensor measurements 

D  Deviation from mean 

𝜎2  The variance of sensor measurements 

𝜎  The standard deviation of sensor measurements 

T  The threshold for the sensor measurements 

𝜇𝑥  Mean of sensor 𝑆𝑖 measurements 

𝜇𝑦  Mean of sensor  𝑆𝑗  measurements 

𝑑𝑥,𝑦  Weighted distance 

median 
 Median of sensor measurements 

𝐷𝑑  Deviation from median 

MAD  Median Absolute Deviation of sensor 

measurements 

𝑚𝑖  z score for each sensor measurement 
 

   

 

3.1 Data Fault Detection Algorithm 1 

 

 The data fault detection algorithm identifies the data samples algorithm's faults 

based on the statistical measures. 

 

 

Procedure: Data Fault detection 1 

 

Input:    Sensors 𝑆𝑖 with data samples               

Output:  Status of the data samples 

 

       For Each 𝒔𝒆𝒏𝒔𝒐𝒓𝒏𝒐𝒅𝒆𝒊  [1: N] 

  Compute sum and mean using equation 1 -2 

  Find deviation from the mean value using equation 3 

  Calculate the threshold value for sensor data samples using equation 6. 

      If the deviation is higher than the threshold value, assign 𝑆𝑖 is the faulty  

        Samples are given by the corresponding sensor S. 

        Otherwise, sensor S is normal. 

        end for 
 

This algorithm is straightforward, effectively detects all kinds of faults present in the 

sensor data samples. The Sensor nodes have limited computing capability, memory. The 

proposed data detection algorithm has simple calculations. Sensor node data samples in 

some time intervals are taken for the analysis. Statistical measures are calculated. With 

these measures, the threshold value computed using equation 6. Comparing sensor data 

samples with the computed threshold gives the status of the sensor data samples. The 

tendency of sensor data samples exists in two states, Good and Faulty. 
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The sum of sensor data samples are given by 

      𝑆 = ∑ 𝑋𝑖
𝑛
𝑖=1      (1) 

Mean of sensor data samples 

     𝜇 =
1

𝑛
(∑ 𝑋𝑖

𝑛
𝑖=1 )     (2) 

Deviation from the mean 

     𝐷 = (∑ (𝑋𝑖 − 𝜇)𝑛
𝑖=1 )      (3) 

Variance and standard deviation of sensor data samples 

                                                 𝜎2 = ∑
1

𝑛
(𝑋𝑖 − 𝜇)2𝑛

𝑖=1     (4) 

                                                            𝜎 = √∑ (𝑋𝑖 − 𝜇)2𝑛
𝑖=1     (5) 

    The threshold for the sensor data samples 

                                           𝑇 =
(𝑀𝑎𝑥)2

(𝑠𝑢𝑚+𝑑𝑒𝑣𝑖𝑎𝑡𝑖𝑜𝑛)
                       (6) 

If the threshold is more significant than the mean deviated sensor data samples, the 

data fault detection algorithm detects the faulty data samples. This algorithm gives a 

higher fault detection rate for datasets with a single type of fault, such as outlier faults, 

out of range faults. But lower in the case of the datasets with the combination of different 

kinds of faults. 

3.2 Data Fault Detection Algorithm 2 

 

The algorithm uses the neighbor's sensor node data samples to identify the faults. 

 

Procedure: Data Fault detection 2 

 

Input:    Sensors  𝑆𝑖 and 𝑆𝑗 with data samples  

Output:  Status of the data samples 

 

        For Each 𝒔𝒆𝒏𝒔𝒐𝒓𝒏𝒐𝒅𝒆𝒊 [1: N] 

         For Each 𝒔𝒆𝒏𝒔𝒐𝒓𝒏𝒐𝒅𝒆𝑗  [1: N] 

   Neighbor sensor 𝑆𝑗  error-free data samples are taken to detect the    

                         faulty data in sensor data samples 

   For sensor   𝑆𝑖 and 𝑆𝑗 data samples, compute mean, standard 

   deviation using equations 7, 8, 9, 10. 

  For each data sample, find the deviation from the mean value 

  equation 3. 

  Calculate the distance value for each sensor data samples using 

  equation 11 

  If the deviation is more significant than the distance value, assign                   

              𝑆𝑖 is the faulty samples given by the corresponding sensor S.  

                    Otherwise  Normal. 

         end for 

        end for 

 

In this algorithm, neighbor sensor data samples with a specific time interval are taken for 

the analysis. Statistical measures mean and the standard deviation is calculated for both  

the sensor data samples and neighbor sensor data samples.  Then the weighted distance 

between and data samples are computed using equation 11. 
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Mean of sensor  𝑆𝑖 data samples 

                                                   𝜇𝑥 =
1

𝑛
∑ 𝑋𝑖

𝑛
𝑖=1               (7) 

Mean of sensor  𝑆𝑗 data samples 

                                    𝜇𝑦 =
1

𝑛
∑ 𝑌𝑖

𝑛
𝑖=1                (8) 

Standard deviation of sensor 𝑆𝑖  and 𝑆𝑗 data samples 

                                                 𝑠𝑥 = √∑
1

𝑛
(𝑋𝑖 − 𝜇𝑥)2𝑛

𝑖=1                 (9)                                                                                                                 

                                                    𝑠𝑦 = √∑
1

𝑛
(𝑋𝑖 − 𝜇

𝑦
)

2
𝑛
𝑖=1                                                (10)                                      

Weighted distance between sensors 𝑆𝑖  and 𝑆𝑗 data samples 

                                                                 𝑑𝑥,𝑦 = √∑ (
𝑥𝑖

𝑠𝑥
–

𝑦𝑖

𝑠𝑦
)

2
𝑛
𝑖=1                                  (11) 

 

If the mean value deviation is higher than the weighted distance, the algorithm detects 

the faulty data samples. This algorithm gives a higher fault detection rate for datasets 

with the only outlier faults, noisy faults. But lower in the case of the datasets with the 

combination of different types of faults. 

3.3 Data Fault Detection Algorithm 3 

 

The algorithm is based on the statistical measures for detecting outliers in the data 

samples. 

 

Procedure: Data Fault detection 3 

 

Input   :  Sensors 𝑆𝑖 with data samples  

Output:  Status of the data samples 

 

        For Each 𝒔𝒆𝒏𝒔𝒐𝒓𝒏𝒐𝒅𝒆𝒊 [1: N] 

           For sensor data samples, compute mean, standard deviation using 

   equation 1-2. 

  For each measurement, find the deviation from the mean value

  using equation 3. 

  Calculate the threshold value for each sensor data samples using 

  equation 12 

  If the deviation is more significant than the threshold value, assign  

                     𝑆𝑖 is the faulty samples given by the corresponding sensor S.  

  Otherwise, sensor S is normal. 

        end for 

 

The threshold for the sensor data samples 

   T= 1.7491 ∗ 𝜎                                                     (12) 

If the threshold is more significant than the mean deviated sensor data samples, the 

data fault detection algorithm detects the faulty data samples. This algorithm gives a 

higher fault detection rate for datasets with the only out of range faults and stuck-at 

faults. But lower in the case of the datasets with the combination of different types of 

faults. 
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3.4 Data Fault Detection Algorithm 4 

 

A data fault detection algorithm is used to check the data samples for the faults. 

 

Procedure: Data fault detection 4 

 

Input   :  Sensors  𝑆𝑖 with data samples   

Output:  Status of the data samples 

 

        For Each 𝒔𝒆𝒏𝒔𝒐𝒓𝒏𝒐𝒅𝒆𝒊 [1: N] 

       For sensor data samples, compute mean, standard deviation, and median

 using equation 1-2, 13 and 14. 

  For each measurement, find the deviation from the median value equation 

  15.  

 Compute MAD value using Equation 20. 

 Calculate the z score value for each sensor data samples using equation 

 17.  

 If the score is greater than the modified z-score constant 3.5, assign 𝑆𝑖 is 

the faulty samples given by the corresponding sensor S.  

  Otherwise, sensor S is normal. 

  end for 

 

If the number of sensor data samples taken for the analysis is odd, the median is 

calculated using the equation 13.  

     Median  =  median(
𝑛+1

2
)

𝑡ℎ

 term                      (13) 

If the number of sensor data samples taken for the analysis is even, the median is 

calculated by the below equation 14.  

           Median =
(

𝑛

2
)

𝑡ℎ
term +( 

𝑛

2
 +1)𝑡ℎ term

2
                 (14) 

Deviation from the median  

                       𝐷𝑑  = (∑ (𝑋𝑖 − 𝜇)𝑛
𝑖=1 )               (15) 

Median absolute deviation of sensor  𝑆𝑖  data samples 

                                             𝑀𝐴𝐷 = 𝑚𝑒𝑑𝑖𝑎𝑛(𝑥𝑖 − �̃�)              (16) 

 z-score for each data samples 

                           𝑀𝑖 =
0.6945(𝑥𝑖−𝑥)

𝑀𝐴𝐷
          (17) 

If the z score for each data sample is greater than the modified z-score constant 3.5, the 

algorithm detects the faulty data samples. This algorithm gives a higher fault detection 

rate for datasets with the only outlier faults. But lower in the case of the datasets with the 

combination of different types of faults. 
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Figure 2: Novel data fault detection algorithm 

 

 

3.5   Novel data fault detection algorithm 

 

 The single method is not correct in detecting different types of data faults. It 

reports a low fault detection rate and false positives when the data set contains various 

data faults. The novel data fault detection algorithm is implemented by arranging fault 

detection algorithms sequentially to detect common data faults like out of range, noisy 

faults, stuck-at fault, and outlier faults.  

 

Procedure: Novel data fault detection  

 

Input   :  Sensors with data samples   

Output:  Status of the data samples 

 

For Each 𝒔𝒆𝒏𝒔𝒐𝒓𝒏𝒐𝒅𝒆𝒊 [1: N] 

       Compute sum and mean using equation 1 -2. 

  Find deviation from the mean value using equation 3 

  Calculate the threshold value for each sensor data samples using         

  equation 6 

Stuck 

at 

fault 

Outlier 

fault 

Stuck at Fault 

detected 

Stuck at fault 

removed 

Data fault detection algorithm 4 

Outlier fault 

detected 

Outlier fault 

removed 

Fault free sensor data sample 

Out of 

range 

fault 

Noisy  

fault 

sensor data sample 

Out of range 

fault detected 

Out of range 

fault removed 

Noisy Fault 

detected 

Noisy fault 

removed  

Data fault detection algorithm1 

Data fault detection algorithm 2 
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                 if deviation > threshold value 

  Assign 𝑆𝑖 is the faulty samples given by the corresponding sensor S.  

  Remove the faulty data sample. 

 Otherwise, sensor S is normal. 

end if 

For Each 𝒔𝒆𝒏𝒔𝒐𝒓𝒏𝒐𝒅𝒆𝑗 [1: N] 

  Neighbor sensor 𝑆𝑗 data samples are taken to detect the faulty data in 

  sensor data samples. 

  For sensor   𝑆𝑖  and 𝑆𝑗  data samples, compute mean, standard deviation 

  using equations 7,8,9,10. 

 For each measurement, find the deviation from the mean value

 equation 3. 

 Calculate the distance value for each sensor data samples using  

 equation 11 

 if  deviation > distance value,  

        Assign 𝑆𝑖 is the faulty samples given by the corresponding sensor S.  

 Remove the faulty data sample. 

 Otherwise Normal. 

end if 

 end for 

For Each 𝒔𝒆𝒏𝒔𝒐𝒓𝒏𝒐𝒅𝒆𝒊 [1: N] 

  For sensor data samples, compute mean, standard deviation using  

  equation 1-2. 

 For each data sample, find the deviation from the mean value using 

 equation 3. 

 Calculate the threshold value for each sensor data samples using  

 equation 12 

                 if  deviation from mean  > threshold value 

  Assign 𝑆𝑖 is the faulty samples given by the corresponding sensor S.  

  Remove the faulty data sample. 

  Otherwise, sensor S is normal. 

end if 

end for 

 

For Each 𝒔𝒆𝒏𝒔𝒐𝒓𝒏𝒐𝒅𝒆𝒊 [1: N] 

 

  For sensor data samples, compute mean, standard deviation, and median 

  using equation 1-2, 13 and 14. 

  For each measurement, find the deviation from the median value equation 

  15.  

 Compute MAD value using Equation 20. 

 Calculate the z score value for each sensor data samples using equation 

 17.  

if    z score >  modified zscore constant 3.5  

  Assign 𝑆𝑖 is the faulty samples given by the corresponding sensor S. 

 Remove the faulty data sample. 

 Otherwise, sensor S is normal. 

end if 
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end for 

 

Novel data fault detection method is the series of proposed four data fault detection 

algorithms. This novel fault detection method detects all kinds of faults effectively. 

 

4.  Experimental Setup  

 

Figure 3 shows the wireless sensor network setup using three telosB motes for 

environment monitoring.  The WSN is setup in the research lab of electronics and 

communication department  and data samples are collected for about one hour on  

(08.04.2020) at time 12.24.20 to 1.24.20. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3: WSN setup with the TelosB motes 

 

The schema for the dataset is defined in Table 2. 

 

Table 2: Dataset Schema 

 

Date Time Mote-

id 

Temp Light 

dd-mm-yy hh:mm:ss (int) Real Real 

 

 

Telosb motes Contains 2.4GHz Wireless Transceiver, 8MHz  MSP430 microcontroller 

with 10k RAM, and 48k Flash, Integrated ADC, DAC, and DMA Controller and 

Integrated onboard antenna with 50m range indoors / 125m range outdoors, 

Temperature, and Light sensors. Sensor nodes sense environmental phenomenon 

Temperature and Light values in the deployed location and send it to the base station via 

another sensor node. TelosB motes are programmed in embedded C using the Contiki 

Operating system. One telosb Mote connected with the laptop to act as a base station for 

receiving data from telosb motes and data stored in tables with the timestamps, as 

mentioned in the table3. 
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Table 3:  Samples collected from TelosB motes 

 

 

 

 

 

 

 

 

 

 

 

 

5.   Performance metrics 
 

Fault detection rate and false alarm rate, truthfulness, and the confusion matrix measures 

are adopted to evaluate the data fault detection algorithms. The confusion matrix is 

described in table 4. 

 

Table 4: Confusion Matrix 

 

 Predicted 

Outlier 

Predicted 

Normal 

Actual 

Outlier 

True 

Positive 
False Negative 

Actual 

Normal 

False 

Positive 
True Negative 

 

Fault detection Rate is defined as the percentage of correctly detected as a proportion of 

the total number of true outliers. 

                                          Fault detection rate=
𝑇𝑃

𝑇𝑃+𝐹𝑁
                       (18)      

False Alarm rate is defined as the percentage of normal data that is incorrectly detected 

as outliers. 

                                       False alarm rate=
𝐹𝑃

𝐹𝑃+𝑇𝑁
                                 (19)                   

 The Trustfulness measure for sensor 𝑆𝑖  is the percentage of incorrect samples to the 

entire samples. 

                                       Trust (𝑆𝑖)=(1 − (
𝑁𝑜

𝑁𝑖
))*100                                             (20)        

𝑁𝑜= is the number of samples of sensor 𝑆𝑖, 

 𝑁𝑖= is the total number of samples (i.e., normal or incorrect readings) for sensor 𝑆𝑖, 

 

 

Date Time Sensor 

ID 

Temperature Light 

intensity 

08.04.20 12.24.20 1 33 144 

08.04.20 12.24.20 2 33 134 

08.04.20 12.24.20 3 32 141 

08.04.20 12.25.20 1 33 132 

08.04.20 12.25.20 2 32 205 

08.04.20 12.25.20 3 31 143 

08.04.20 12.26.20 1 32 146 

08.04.20 12.26.20 2 34 133 

08.04.20 12.26.20 3 31 136 

08.04.20 12.27.20 1 33 142 

08.04.20 12.27.20 2 34 143 

08.04.20 12.27.20 3 32 147 
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6.   Results and Discussions 

 
 From the collected data samples, few values are taken for the data analysis. Three 

sensors' temperature sensed for four minutes is taken to check the quality of fault 

detection algorithms. The five data sets are formed from the data mentioned above 

samples, randomly injecting different faults and shown in table 5.  

Out-of-range faults is the data samples that vary from the expected range of values. 

Outlier Faults significantly deviates from the data's expected temporal or spatial models 

based upon all other observations. [7]. Noisy Faults, a variance of the data samples 

increases [6]. Offset Faults Offset Fault - Sensor data values are offset from the real 

phenomenon. The data still is in normal patterns over an extended period [7]. 

 

Table 5:  Datasets 

 

 

 

 

 

 

 

 

 

 

Table 6: Datasets with faults injected 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Table 6 illustrates the temperature samples obtained by the three sensors. The datasets 

with fault were injected for data fault detection analysis. Data fault detection algorithms 

are coded with Turbo C and executed in the Windows 64 bit Operating System. Table 7 

illustrates the truthfulness of the datasets 1-5. It is calculated using equation  20. 

 

 

Datasets  Different types of faults 

Dataset1 20% Outlier faults 

Dataset2 10% Noisy faults 

Dataset3 20% Out of Range faults  

Dataset4 20% strut at fault 

Dataset5 10% Outlier + 10% Noisy fault + 10% 

out of range fault +10% stuck at fault 

Temperature 

Sensor 

ID 

datase

t1 

datas

et2 

dataset

3 

dataset

4 

dataset

5 

1 33 33 33 33 33 

2 33 33 33 33 99 

3 99 26 32 33 32 

1 33 33 -26 32 33 

2 32 32 32 33 -36 

3 31 31 31 31 20 

1 32 32 32 33 32 

2 34 34 34 33 33 

3 31 31 156 33 33 

1 33 33 33 33 33 

2 34 34 34 33 45 

3 89 32 32 33 89 
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                                 (a)                                                                                                                           

 

 

 

 

                       
 

 

                                 (a)            (b) 

 

 

 

                         
 

 

  (c)        (d) 

 

                                               
 

 

     (e) 
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Figure 4: Results of algorithms for datasets 1- 5 
 

 

 

 
 

Figure 5: Results of algorithms 1-5 
 

Table7: Truthfulness 

 

Datasets Truthfulness 

Dataset1 83% 

Dataset2 91% 

Dataset3 83% 

Dataset4 83% 

Dataset5 58% 

 

This measure is used to detect  accuracy of the fault detection methods by comparing 

the fault detection rate with the truthfulness. Figure 4 shows the fault detection rate 

obtained for various algorithms. Figure 4(a) shows, for datasets 1-4, the fault detection 

rate is 100%, while dataset 5 gives around 80%. An average of 96% of fault detection is 

observed while using algorithm1. 

Similarly, figures 4 (b-e) describe the fault detection rate for algorithms 2,3,4,5, 

respectively. It is evident from figure 4 (a-d) that the fault detection rate varies 

drastically depending upon the different types of faults injected. Significantly figures 

4(c) and 4(d), which are the descriptions of algorithms 3, 4 show zero fault detection for 

dataset 2 and 4, respectively. It can be inferred that the noisy faults and offset faults are 

less detected by algorithm 3 and 4. Figure 4(e) shows that all the dataset's fault detection 

rate is almost 100% Algorithm 5 series of all described four algorithms. It proves 

algorithm 5 to be more efficient in detecting various kinds of faults. The comparison of 

all five algorithms with different types of datasets is shown in figure 5. It can be 

observed that algorithm 5, which is hybrid, performs better than all four algorithms 

regarding fault detection and can be preferred for the same.  
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6.   Conclusions 
 

 The sensor data can be faulty due to the failure of sensor components. This paper 

proposes four different data fault detection algorithms to detect the sensor data's common 

sensor faults. The novel data fault detection algorithm is implemented sequentially to 

identify and segregate the incorrect data in the WSN based system. The proposed fault 

detection algorithms detect faulty data samples effectively and efficiently.  Towards the 

end of the discussion, it can be concluded that the performance of the fault detection 

algorithms in terms of fault detection rate was improved. 
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