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Abstract 

The proposed paper presents improvements in image encryption techniques such Hyper 

Chaotic DNA (HC-DNA) Sequence and Distributed Source Coding (DSC) techniques to 

encrypt the images with a high efficiency and improves the data embedding rate better than 

other methods. The proposed methods infuse advanced data coding procedures to improvise 

the hiding technique for the reversibility rate. In this work, the implementation procedures of 

the proposed techniques are presented in detail and the standard original images are used for 

analysing the advanced encryption standard (AES). The hidden data are obtained using a 

HC-DNA and DSC techniques. The first encryption process is done using aforesaid 

techniques and later sender of the data hides the information in the image for authentication. 

The receiver can felicitate to retrieve the hidden information from the image using the 

embedded key. If the receiver is provided with the encryption and embedded key then they can 

recover the original image with high security without any loss in the original information 

data. The results of four different images are presented to validate the performance of the 

HC-DNA and DSC techniques.  

 

Keywords:  AES encryption, HC-DNA, DSC technique, reversible recovery, ameliorated 

reversibility, high efficiency. 
 

 

1. Introduction 

In the recent decade of the research, image sector information processing has obtained 

the attention of many researchers. A reversible data hiding (RDH) is a technique where the 

original information is retrieved from the embedded data [1]. This technique finds its 

application in different areas such as the medical field, military, forensic labs, etc. Initially, a 

distortion model for memoryless data was proposed for recursive code structure which did not 

meet the requirements [2]. Then later many sections of research were carried out on the RDH 

technique and a general framework was defined [3]. Being in the communication era all the 

transactions are now carried out in wireless channels. In such a transaction, the user of the 

data needs it to be secured and hence the encryption was done to the data [4][5][6]. At present, 

with help of modern hacking techniques, the service provider has to secure the data in an even 

more powerful way to maintain the data privacy of the possessor. And hence the 

watermarking techniques were developed [7]. The recovery of the original data from the 

watermarked content was robust and the recovery was a lossy process [8]. To simplify the        
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robust techniques RDH was developed to emphasize the absolute image reconstruction and 

lossless recovery [9]. But these methods were prone to the attacks [10].  

There are many techniques to hide the plain text which are not suitable for image 

hiding and recovery [11][12]. To fix this issue a new trend to hide the encrypted details of the 

image was developed [13]. Now the even newer technique of hiding the data by the service 

provider without even accessing the original image is available [14]. To recover the original 

image without losses and the hidden data to be complete the receiver should have both the 

encryption and embedded key. The proposed method works well with the medical field where 

the patient needs his data to be secured and private. The patient data should not be revealed to 

anyone. Hence, the medical administrator hides his detail by embedding in an image or 

additional data. The classification of data security techniques are illustrated in Figure 1. The 

same can be recovered completely without any loss obtains the entire report / data from the 

image when there is a requirement of data for medical diagnosis. This idea is inspired by a 

separable RDH of AES encrypted images by using a Slepian-Wolf encoding stream [15]. The 

process flows by taking a part of the DSC Stream using parity-check codes [16] to reserve a 

space for the confidential data to be placed. This method is called separable since it is 

separated by two keys: Embedded key to extract the confidential data and the encryption key 

to decrypt the entire data. Only with both the keys complete lossless original image and 

information can be regained. The proposed technique is very efficient to achieve high payload 

and lossless recovery. 

 

Figure 1. Categories of data security 

Similar to DSC, another important methodology called DNA computing which was 

introduced in 1994 by Adleman. This method is first introduced in encryption field, which 

created a new stage of information processing. A DNA based encryption is a new method and 

stands forefront of international cryptography research [17]. This DNA molecules harness 

massive parallelism and have low energy consumption and uses huge storage space [18]. This 

DNA method is used for solving the storage problem by using its extraordinary information 

Tierärztliche Praxis

ISSN: 0303-6286

Vol 40, 2020

857



 

 

density feature. Therefore, the proposed image encryption algorithms based on DNA 

computing owns a unique feature than the traditional cryptographic. However, using only 

DNA encoding to encrypt images is not secure. Therefore, in this work both the DSC and 

DNA based encryption is studied and analysed for different images to find out the issues in 

the algorithms in order to ensure the security level in the encryption technology and image 

encryption process.  

This paper is organized in the following sections; section 1 introduces various research 

work carried out in the field of data security, which explains the need for data security, 

cryptography and cryptographic techniques.  Section 2 is presents the materials and methods 

used for the current cryptography study and its detailed procedure. Section 3 deals with the 

details of DSC and DNA based data hiding techniques. It also explains in detail about the 

concept, classification and prerequisites of the hiding techniques. Section 4 presents the 

results and finding in the current study. Section 5 concludes the results and discussion. 

 

2. Materials and Methods 

The RDH techniques were discussed theoretically for the past two decades but the 

practical implementation and development of the same has been carried out in a recent decade. 

General structure and a flow diagram for RDH were proposed in the year 2002.  In the image 

used for hiding redundant data was identified and reduced before compression by leaving 

space for the confidential data to be embedded, This process is carried out by multiplying the 

difference between pixels by 2 and the zeros of all LSB are used to hide the embedded data. 

Another research has been carried out to reserve space by shifting the histogram of the gray 

values of the encrypting image. Then the studies were carried out by combining the above two 

methods to provide better performance. To differentiate the hiding and the encryption 

technique a separate room was reserved followed by the compression of the encrypting image. 

Generally, RDH is differentiated into two types based on the reserved space for confidential 

data. They are vacating room before encryption and the other is vacating after encryption.  

The basic structure of image encrption and decription process is illustrated in Figure 2. 

 

 
Figure 2. Image Encryption and Decryption Process 
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For this study, the images with pixel range 255x255 are taken. AES encryption technique 

is used to encrypt the image.  The original image and the encrypted images are shown in 

Figure 3. 

 

               
 
 

Figure 3. Medical Image used for the proposed study 
 

The encryption streams are generated and they are concatenated to form an encrypted 

image as shown in Figure 3(b). The DSC technique is used to access the confidential data like 

the reports of the patient are hidden inside the encrypted image and the resultant image is 

shown in Figure 3(c).  The highest payload of about 17472 bits is achieved in this technique. 

The embedding rate of 0.2666 bits per pixel is obtained here. The embedding key and the 

encryption keys are shared with the receiver.  Using the encryption key original image is 

decrypted by the reader. 

 In this proposed method errorless recovery is done with zero decoding error. The 

embedding capacity bound of the decrypted image is 0.39825. The decrypted image is shown 

in Figure 3(d). Then using the embedding key the confidential data is regained from the 

decrypted image. Since this method does not require additional step before encryption and 

this leads to emptying the room after encryption. In the proposed method the encryption and 

the embedding both are a separate process. This is done to make the algorithm user friendly. 

This ensures data secrecy and image confidentiality. Either the image possessor or the data 

hider can't break the other encryption or embedded data. The histogram of the Input image 

and the decrypted image is shown in Figure. 4 and 5 proves that there are no losses during the 

recovery of the original input image.  

 

 
Figure 4. Histogram of the input image 

(a) Input Image     (b) Encrypted Image  (c) Embedded Image    (d)  Decrypted 

Image 
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 With the proposed method of using DSC, the payload of the hidden data is increased 

significantly than other methods which allow the user to embed more data in a single 

image. As this method used MSB planes for the hiding purpose the extraction of the data 

at the receiver end is easier than other methods.  

 
Figure 5. Histogram of recovered image 

 

The total elapsed time for the entire procedure is very quick for about 5.381928 

seconds. In this method, 1D chaotic map is utilized to produce pseudo random results. In this 

proposal the value of the mean in the chaotic map is fixed at 3.99. The very high value of the 

mean signifies the extreme behaviour of the logistics maps. Then a 72 bit external key is used 

in this process. This key id denoted in the hexadecimal format so as to break it into 9 

individual blocks each weighting 8 bits. Thus 9 different 8 bit keys are produced from the 

external key. The initial conditions for the generation of the keys are determined by the first 

three block keys. Using these conditions iterations are set to obtain the encryption key. DNA 

sequences are encoded to form a random sequence of the encryption key.  

 

 

3. Implementation of Proposed Encryption Techniques 
The workflow is sectored into three sections: Sender, data hider, and Receiver. The AES 

encryption technique is used by the sender encrypts the image. Data hider embeds the secret 

data in MSB planes using the embedding key. The receiver regains the original image and the 

data using the encryption and embedding keys. 
  

3.1 HC-DNA Sequence Technique 

Encrypting technique that involves chaotic algorithm was made of two stages which 

are illustrated in the Figure 6. During the confusion stage the image becomes imperceptible 

without changes in its attributes. The general model has two phases.  In the proposed scheme 

complex ciphers are chosen to complexity of the algorithm so as to improvise the authenticity. 

The plain image that is to be encrypted is given as input to the algorithm.  Hyper-chaos is a 

derivative term of chaos which means extreme distribution of the pixels in the image to make 

it imperceptible but conserving the original attributes. The only unique feature of the hyper 

chaotic system is that it has multiple Lyapunov exponentials. 
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Figure 6. Proposed HC-DNA sequence implementation block diagram 

 

These exponentials are likely to exist in the unpredictable random systems which are 

not linear. The complexity of the hyper chaotic algorithm is very high when compared with 

that of the chaotic encryption. Due to the increased unpredictability the uncertainty and the 

changing nature of the attributes are greatly improvised in this algorithm. In the chaotic 

encryption the key space is lesser which reduces the complexity of the algorithm thereby 

risking security of the transmission.  But in the proposed algorithm the increased key space 

due to high dimensional system provides strong security but with complicated and 

unpredictable processes. Non-linear equations are used in the modelling of the hyper chaotic 

system.  

 
Implementation Procedure 

1. Read the input medical image 

2. Add gray noise  

3. Apply Median Filter 

4. Initialize R1, R2,R3,R4 values as 0.12,0.23,0.34,0.45 and the hyper chaotic system time 

step is fixed as 0.002 

5. Initialize α,β,xi ,τ, λ values as 40,5,40,4,1.5,0.1,0.3 

6. In the hyper chaotic system N0 is pre iterated to 500 times to eradicate the adverse 

effects and to improve the security. 

7. After the iteration N0 times, the system is iterated another m × n time. ‘y’ represent 

the iteration index. In each iteration y, four state values {A1
y, A2

y, A3
y} are stored. 

8. During iteration, each state value Ai 
y is used to generate two different significant 

values,  (𝑅𝑖
𝑝)𝑦 ∈ [0,255], (  𝑖 − 1,2,3,4 𝑎𝑛𝑑 (𝑅𝑖

𝑞)𝑦 ∈ [0,255]  respectively they are 

calculated by 

(𝑅𝑖
𝑝)𝑦  − 𝑚𝑜𝑑{⌊[{|𝐴𝑖

𝑦
|−⌊|𝐴𝑖

𝑦
|⌋) × 1015] /108⌋, 256},                   𝑖 − 1,2,3,4.,    (1) 

 

(𝑅𝑖
𝑞)𝑦  − 𝑚𝑜𝑑{⌊ 𝑚𝑜𝑑{[{|𝐴𝑖

𝑦
|−⌊|𝐴𝑖

𝑦
|⌋) × 1015] , 108}⌋, 256}, 𝑖 − 1,2,3,4.,       (2) 
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Where the modulo operation is denoted as mod {.} and flooring operation is represented as ⌊. ⌋ 
denotes, flooring operation indicates the element is rounds to an adjacent integer incline 

towards minus infinity.  

These significant values are concatenated with the below equation to a vector Ry, 

𝑅𝑦  − [(𝑅1
𝑝)𝑦, (𝑅2

𝑝)𝑦, (𝑅3
𝑝)𝑦, (𝑅4

𝑝)𝑦, (𝑅1
𝑞)𝑦 , (𝑅2

𝑞)𝑦, (𝑅3
𝑞)𝑦, (𝑅4

𝑞)𝑦]   (3) 

 

After the iteration, these sequences are concatenated with the below equation to find D, 

𝐷 − [𝑅1, 𝑅2, … , 𝑅𝑚×𝑛]        (4) 

 

The one element in R is represented by Di, 𝑖 ∈ [1,8𝑚𝑛]  
 

This procedure is to encrypt the images using encryption and embedded key. In connection 

with this DSC authentication is done to using the following procedure to ensure the data sent 

through the images. 

 

 

3.2 DSC Authentication 

 When transmitting data between the source and destination or broadcasting to the 

multiple intenders ensuring the authenticity of the sender is an important practice in digital 

communication. Authentication thus plays a key role in the channel communication. When 

communicating through a common channel many edited versions or same data with different 

encoding technique exists in abundant. Apart from these antagonist actions like discarding the 

transmitted message by an unknown source, intended data traffic creation to cause congestion, 

introducing unauthentic data, etc can happen. To avoid these cases data authenticity is 

necessary. The data authenticity in the proposed model is discussed in brief in this section. 

For this purpose, a two-state channel is created. The channels are designed to be lossy with 

the appropriate or inappropriate changes in the data transmitted. Slepian wolf quantizing is 

used for the projection of the data with the digitally signed image.  

  

 
Figure 7. Proposed DSC implementation block diagram 

During transmission, the data is authenticated by both the created channels. At the 

certain state compression and the rebuild of the image is done only if the PSNR value is near 

to 30dB. Else dangerous aggression may occur to the data. In an uncertain state, any 
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aggression or attack is added along with the image. As the appropriate state includes the 

rebuilding of the compressed image in JPEG form and hence the coefficients are in the 

weighted form and quantized. The remaining projection is expressed as the added sum of the 

weighted errors.  In the proposed model the projection is taken from the actual image data and 

the coefficients are calculated to weighted sum. This data is divided into two portions viz, 

Slepian wolf stream for authenticity, and the digitally signed data for verification. The data 

used for verification of simulation results are presented in Table 1. The digitally signed data 

has the private key and seed sequence required to decode the data which is generated using 

the hash algorithm. 

Table 1. Image Testing Parameters  

Parameter Value 

Total Elapsed time 5.381928 seconds 

Payload 17472 bits/pixel 

Embedding rate 0.2666 

Embedding capacity 
bound 

0.39825 

Decoding error 0 

MSER 14.4074 

PSNR 36.4 

SSIM 0.0042 

Entropy of reconstructed 
image 

7.9966 

 

 Now the data to authenticate the transmitted data is requested to produce on the server. 

For each request, different sequences of seed values are produced to avoid the aggressions and 

tapping of the key.  The Slepian wolf stream determines the similarity of the decoded data and 

the actual data depending upon its generation rate. Decoding error occurs when the bit rate is 

less than that of the calculated entropy value. Hence the streaming rate of the Slepian wolf 

stream is controlled to determine the appropriate and inappropriate stages of the image 

compression. At the receiver side, the decompression and extraction of the images are aided 

by the LDPC propagation.  

 A gray-scale image of any pixel range up to 255 is taken. Then the image is divided 

into 8-pixel planes using the below equation (5), 

             Bm.n.i = [Im,n/2
i]mod 2              (5) 

Where,  B is  plain bit pixels 

    m,n,i are dimension of the image 

    I is image taken for encryption. 

The encryption key is then selected to produce a random bitstream. The random key is added 

along the individual bitstreams to produce the encrypted image as shown in equation (6).  

             𝐸𝑚,𝑛 =∑ (em,n,i). 2i7

𝑖=0
        (6) 

Where, 

            em,n,i = Bm,n,i + Km,n,i          (7) 

 

Km,n,i is the encryption key. The bit streams generated by the encryption key are just 

spread out in the given planes are not dislocated. 

Embedding of the secret data is done by a professional data hider. In this procedure as 

the pre requisite the image is dividing into four planes. The redundant bits in each plane are 
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identifies and eliminated from the planes for the compression. Redundant bits are the bits 

whose elimination does not affect the image property or doesn't change the data. The bits 

removed from the planes are replaced with the secret data bits. The total number of bits 

removed collectively from all the planes is calculated and the manipulations are done to select 

a random bit. The scrambling and the selection of the random bits are controlled by a unique 

key.   

 The replacement of the redundant bit by the secret data bits are carried out through a 

special embedding key. The syndrome bits generated by the sparse matrix are compressed as 

the redundant bits. DSC encoding and decoding are aided by the virtual channel existing 

across the LDPC coding units. The source data and the generated side data determine the 

compression ratio.  

   

 
Figure 8.Input image correlation 

 

 
Figure 9. Encrypted image correlation 

This process is done by a service provider or a data hider. For this process, the image is 

divided into 4 planes and the bits in the planes are compressed by removing the redundant bits. 

Removed redundant bits provide room for data hiding. The data hider hides the extra bits 

using the embedding key. The ratio of compression is decided based on the correlation 

between the source information and side data. In this method, the correlation between the 

selected bits is weakened after the relocation and shuffling of MSB planes. Thus there is little 

error possibility in the encrypted image. This is illustrated in Figure.8 and 9. 

 The receiver recovers the confidential data using the embedding key. For this process, 

the received image is decrypted using the encryption key and then it is further decomposed 

into four parts and all the hidden data in the MSB plane are collected using the selection and 

shuffle keys in the embedding key. Then the collected bits are joined to recover the hidden 
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data. Without the embedding key, the pixels which have hidden data cannot be found to 

recover the image. 

4. Results and Discussion 

 In order to analyse the algorithm, several known images are considered for the 

encryption and their corresponding histograms are shown in the Figure 10. This analysis is to 

determine the interdependencies between the pixels of the image under consideration. Smaller 

is the dependency between the pixels higher is their performances. It is estimated that for the 

cipher images obtained from the proposed encryption algorithm the correlation between the 

pixels is zero. The correlation coefficients for the input and their ciphers are shown in the 

Figure 10. It is evident from the figure that the dependency between the original image pixels 

is about 1 and that of the ciphers is 0. Thus there are no interdependencies between the 

adjusting pixels after scrambling. This weak correlation between the pixels doesn't allow the 

hackers to extract information from the cipher image. 

  

  
(a) Medical Image 

 

 
(b) Camera man Image 
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(c) Lena Image 

 

 
(d) Barbara Image 

 
Figure 10. Test images with histograms 

 

The above mentioned images are passed through the encryption algorithm and their 

corresponding histograms are shown in the Figure 10. A NPCR refers to the difference 

between two pixels of the cipher image and the cipher obtained from the input with slight 

modification. UACI refers to the corresponding intensity changes in the pixels of the cipher 

and the modified cipher. These measurements are used to define the drastic change in the 

cipher image when the input image has slight modifications and shown in Figure 11. About 

50% and 20% of the NPCR and UACI are of acceptable range. The corresponding values are 

presented in Table 2 and Table 3.  
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Table 2 Entropy of improved HC DNA method 
 

Reference 
Images 

Input image 
Encrypted 

image 
Decrypted 

Image 

Medical Image 7.2351 7.9984 7.2351 

Camera man 7.1048 7.9964 7.1048 

Lena 7.2283 7.9964 7.2283 

Barbara 7.1674 7.9991 7.1674 

 

 
Figure 11. Encryption factor Vs. Levels using HC-DNA with Entropy 

 

 

Table 3. The correlation coefficient of improved HC DNA method with DSC 
 

Reference 
Images 

Input image 
Encrypted 

image 
Decrypted 

Image 

Medical Image 1 0.0029 1 

Camera man 1 0.0060 1 

Lena 1 0.0031 1 

Barbara 1 0.0001253 1 

 

From the results it is evident that images with different pixel values are considered for 

the result analysis. The proposed algorithm is authenticated and evaluated by considering the 

different types of data/histograms. 
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5. Conclusion 
 

In this work an efficient Hyper Chaotic DNA (HC-DNA) Sequence and Distributed 

Source Coding (DSC) encryption algorithm discussed in detail with the design steps and the 

corresponding results. The results are discussed in five different attributes with various input 

images. The input images considered for the evaluation of the algorithm were taken from the 

standard database. The reversible data hiding technique using distributed source coding was 

analyzed and discussed. Many performance attributes like key space, key sensitivity, 

correlation coefficient, histogram, entropy, NPCR and UACI are discussed to authenticate the 

performance efficiency of the proposed encryption algorithm. The simulation of this 

algorithm was carried out in the Matlab simulink tool. The results of four different images are 

presented to validate the performance of the HC-DNA and DSC techniques. This method is 

highly efficient to about 92% which is far higher than the previous research studies. The 

future work includes the recovery of the hidden data without using the embedding key.  
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