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Abstract: Attacks are very frequent in the networks. The networks are complex with volatile architectures, ever-changing 

members, and multiple types of entities, making them an appealing target for attackers since they can find vulnerabilities and 

perform attacks with massive impact. The presence of a large number of communications greatly increases the number and 

types of possible anomalies in the network. However, since there can be a multitude of anomalies possible in the network, 

there is a need for better anomaly detection frameworks that can address this unprecedented scenario. Due to these anomalies, 

an intrusion detection system comes into play. Intrusion detection systems are used to find the occurrence of intrusions and 

notifying it to the users. Therefore, it is very important to safeguard sensitive data with the help of an intrusion detection 

system. This project proposes an anomaly detection framework based on Deep Neural Networks (DNNs) using PCA, Mutual 

information gain, and DNN algorithms. In order to find the attacks, feature selection methodologies are used on the data 

generated from the network. This feature selection process helps us to do effective detection which increases the packet 

delivery ratio. The DNN model learns the abstract and high-dimensional feature representation of the intrusion detection 

system data by passing them into many hidden layers. The proposed also tells that the false positive and false negative should 

be minimal. 
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I. INTRODUCTION 

Attacks are a daily occurrence in networks. In order to detect these attacks, Deep learning algorithms are used with 
the network-generated data. Deep learning is a part of machine learning that deals with artificial intelligence. Deep 
learning trains the model to behave like a human brain. DNN is a network of neurons with three or more layers that 
learns from a huge amount of data available. Furthermore, there are different kinds of attacks that are required to 
be processed in different ways. It becomes the main challenge in the domain of network security to be solved, 
especially when these attacks have been never seen before. The attack classification methodology with the help of 
deep learning will reduce intrusions. The proposed paper aims to classify and identify the different types of attacks 
that occur in the network. The deep learning-based intrusion detection system is used to identify attacks. The 
proposed system presents an end-to-end DL-Based intrusion detection method with only the given data set and data 
gathered from the NS2 stimulations also used to evaluate the methods on the public data set, experimental results 
show the capability of applying this in the network and the effectiveness of detecting malware traffic. The proposed 
model uses DNN the algorithm. DNN is structured in the form of interconnected nodes with an input layer, an 
output layer, and one or more hidden layers. The model has various layers where the input to each node is produced 
by applying some non-linear function to the data. DNN is an artificial neural network model which will train the 
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data. This is based on components similar to that of the human brain and thus trains the data set based on DNN 
model. 

II. RELATED WORK 

Ankit Thakkar et al. and Ritika Lohiya et al. [1] proposed aim of the study was to incorporate feature engineering 

to enhance the performance of ML techniques for attack classification. The authors have used NSL-KDD dataset 

for evaluating the performance of ML techniques. They have also implemented feature selection using three 

different feature selection techniques namely Chi-Square, IG, and RFE. It is using these feature selection 

techniques one can obtain optimal features for each of the target variables present in the data set. The major 

purpose of this proposed system was to the effect of feature selection techniques on the detection rate and accuracy 

of the system. The accuracy, precision, recall, and f-score were measured for attack classes by considering the 

entire data set and using the feature set obtained by applying the Feature Selection algorithms. 

 

Anum Talpur et al. and Mohan Gurusamy et al. [8] proposed a way to classify attacks over vehicular networks 

into different groups this might include hardware/software, and wireless communication. The author states that 

using a DL-based model requires more computational resources and a large amount of input data to achieve better 

optimization. This paper also talks about the major requirements of security in networks where machine learning 

techniques have been applied. Then, the ML models were used to classify the contents of vehicular network 

security. Each approach was briefly explained along with its mechanism. The ML techniques which were 

discussed in the literature were described and summarized in tables. 

 

R. Vinaykumar et al. [4] proposed a DNN learning model which is applied to different data sets like KDDCUP 

99, NSL-KDD, UNSW-NB15, CICIDS 2017, and others. These results were compared and used to evaluate the 

performance of the Machine Learning and DNN algorithm. For KDDCup 99 and NSLKDD datasets, most of the 

DNN network topologies showed train accuracy in the range of 95 percent to 99 percent. For UNSW-NB15 and 

WSN-DS, all the DNN network topologies showed train accuracy in the range of 65 percent to 75 percent. It was 

observed that DNN performed well in comparison to 7 of the classical machine learning classifiers. In addition, 

the paper has collected host-based and network-based features in real-time and employed the proposed DNN 

model for detecting attacks and intrusions. In all the cases, it was observed that DNNs exceeded in performance. 

 

Yirui Wu et al. [9] proposed various deep learning models with different data set to learn about its accuracy. Here, 

the author has used unsupervised 9 (e.g., autoencoder(AE), deep belief network (DBN), and generative adversarial 

network (GAN)), supervised (e.g., deep neural network (DNN), convolutional neural network (CNN), and 

recurrent neural network (RNN)), and other hybrid methods. The proposed paper analyses recent methods, classify 

them according to different deep learning techniques, and compress the performance of the most representative 

methods. According to the research the author has deduced that DBN, LSTM, CNN, and AE achieve the detection 

performance in descending order whereas the hybrid methods are inconsistent. This paper concludes that DBN is 

the highest in performance, due to the multiple layers it deals and the quantity of unlabeled data. 

III. CLASSIFICATION MODEL 

The proposed work of the system architecture is shown in Figure 3.1. It is important to detect the incoming attack 
in a network to secure the communication in any network. This proposed system helps to identify the attacks with 
the help of the UNSW-NB15 data set and data generated through the NS2 simulator. The data is then reduced using 
feature selection algorithms and the DNN model is built on this to predict the attack or not. 
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FIGURE 3.1 SYSTEM ARCHITECTURE 

 

The Figure 3.1 shows that pre-processed data is used reduced using Feature selection. Feature selection is done 
using mutual information gain and PCA (Principal Component Analysis) which then uses the DNN model to predict 
attacks. The model is trained using UNSW-NB15 and tested using the network generated data. 

3.1 Data collection 

Data set Name: UNSW-NB15.The raw network packets of the UNSW-NB 15 data set was created by the IXIA 
PerfectStorm. This data set has nine types of attacks, namely, Fuzzers, Analysis, Backdoors, DoS,Exploits, Generic, 
Reconnaissance, Shellcode and Worms. The number of records in the data set is 700,001 records and it is classified 
as attack and normal. 

Data set Name: Output. The data set is extracted from the trace file which is generated while simulating the black 
hole attacks. The attack is generated using NS2 simulator which used AODV protocol to generate attacks using 
TCL file. The TCL file generated a trace file from which the csv file was obtained through a python program. This 
data set consists of 30 features which tells us about the details about the nodes. 

3.2 Pre-Processing  

Pre-Processing is the process of cleaning the data by removing or replacing the null values, manipulating the data 
or transforming the raw data. In this thesis, Pre-processing is done using Label encoding to convert the data into 
categorical values and normalize it using Min-max normalization to make the make the data uniform throughout. 
Label encoding converts the label by assigning a unique value to the class of data. Min-max normalization is the 
process of scaling the data into a new range from 0 - 1. A value is normalized as using:  

y = (x–min)/(max–min) --------------- (3.1) 

Equation 3.1 is used to make sure the data is in a uniform format and thus can be used to train and test. 

Data pre-processing is a process which readies the data for analysis purpose. Pre-processing takes the raw data set 
as input, preprocesses it using label encoders to convert the raw data to categorical data and then standardize it 
using min-max normalization techniques.  

INPUT: UNSW-NB15 and network Trace data. 

OUTPUT: Returns a uniform structured data.  

PROCESS: Label encode the data then normalize it. 

Steps used in pre-processing: 

1. Remove or Replace null values  

2. Identify unique categories  

3. Convert to categorical values using Label Encoding  
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4. Perform Min-Max normalization using equation (3.1) 

 

FIGURE 3.2 DATA AFTER NORMALISATION 

 Figure 3.2 shows the data after normalising it using min-max normalisation 

3.3 Feature selection and reduction 

Feature Selection is the process of selecting the features from the given input set which is most relevant to the target 
variable. In this, Mutual information and Principal component analysis (PCA) are used to extract the features. 
Mutual information calculates the statistical dependence between two variables and is the name given to 
information gain when applied to variable selection. The mutual information between two random variables X and 
Y can be given as: 

I(X;Y) = H(X)–H(X|Y) -------------- (3.2) 

Where I(X ; Y) is the mutual information for X and Y, H(X) is the entropy for X and H(X — Y) is the conditional 
entropy for X given Y. The result has the units of bits. 

Feature selection methods are used to reduce the features in the data set to helps us increase the computation speed. 
Principal component analysis and mutual information gain.  

INPUT: Normalized data. 

OUTPUT: Returns two different arrays of Reduced data.  

PROCESS: Compute mutual information and PCA  

Steps used in Feature selection:  

1. Divide the Training and testing data  

2. Compute Mutual information using equation 3.2  

3. Fit and transform the values into an array.  

4. Compute principal component analysis by calculating the covariance, eigen vector and eigen value.  

5. Then use the values from step 4 to calculate new features.  

6. Store the new features as an array. 

3.4 classification strategy 

This model uses a Deep learning model namely DNN to classify the attacks. DNN is a Deep Neural networking 
model which can have more than 1 hidden layers. This model is made to think like human brain. DNN is a feed 
forward network in which data moves from input layer to the output without flowing back. The Figure 3.2 illustrates 
the DNN model. A DNN model can have one or many hidden layers. DNN assigns a set of values called the weights, 
these weights are used to train the data. If the data is not recognized the weights are adjusted and the model is 
created to accurately recognize a pattern. 
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Training a set refers to the ability of making the model learn on itself. This is done with the help of activation 
functions. In this model, ReLu and sigmoid activation functions were used Testing is used to predict the values 
from the trained model. The accuracy of the model is also calculated and compared.  

INPUT: Reduced data.  

OUTPUT: Returns if it is an attack or not.  

PROCESS: Create and train the model using both the reduced data.  

Steps used in Classification: 

1. Create a DNN model with hidden layers  

2. Compile and train the data  

3. Predict the attack using model for both the generated data set and UNSW-NB15 data set. 

With the help of the DNN model, the model can predict whether the data is attack or not. 

IV. RESULTS 

This chapter discusses the various results that have been derived from the model and compares the predicted results 
from the models. Prediction is the process of predicting the value based on the trained data set. A data can be 
predicted using the predict method in ML. The main aim of prediction is to classify the attacks based on the input 
data. 

4.1. Confusion matrix: A confusion matrix is tabular summary of the number of correct and incorrect 
predictions made by a classification model. It can be used to evaluate the performance of a classification 
model with the help of classification report. 

4.2. Classification report: A classification report is used to evaluate the performance of a model. It is used to 
show the precision, recall, F1 Score, and support of the trained classification model. 

• Precision: Precision is defined as the ratio of true positives to the sum of true and false positives.  

• Recall: Recall is defined as the ratio of true positives to the sum of true positives and false negatives.  

• F1 Score: The F1 is the weighted harmonic mean of precision and recall. The closer the value of the F1 
score is to 1.0, the better the expected performance of the model is.  

• Support: Support is the number of actual occurrences of the class in the data set. It does not vary between 
models; it just diagnoses the performance evaluation process. 

 

Figure 4.1 CLASSIFICATION REPORT 

 

The above diagram figure 4.1 describes the correct and incorrect prediction results as well as the precision, 
recall, F1-score and support values for the given model.  
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4.3 Accuracy: 

Accuracy refers to the performance metric that is defined as the ratio of true positives and true negatives 
to all positive and negative observations. In actuality, accuracy tells us how often we can expect our 
machine learning model will correctly predict an outcome out of the total number of times it made 
predictions. The accuracy can be derived from the model by continuous training and testing. 

 

TABLE 4.1 ACCURACY 

The Table 4.1 represents the different testing accuracy with two different data set and two feature selection. 

 

FIGURE 4.2 ACCURACY 

Figure 4.2 represents the accuracy of the models. To predict the values, the data sets are divided into 
trained and testing data sets then trained and this trained model is used with the testing data set to predict 
the attacks.  

 CONCLUSION 

In this proposed system, Attack generation is done with the help of the NS2 simulator in ubuntu. The attack is 
generated in tcl language with the help of aodv protocols and the attacker packets are dropped. This stimulation 
generates a .nam file which will be used in the next phase to detect the attacks. The data set has been pre-processed 
using label encoding by converting the features into categorical values. Then the data set is divided into training 
and testing data after which the min-max techniques is used to normalize the data set to make sure the values are in 
a uniform scale. Then mutual information was calculated for the training data set with the help of the dependent 
variables. This was done to select the best features from the given data set. In this project, Principal Component 
Analysis (PCA) model was also implemented to extract the necessary features to train the data set. Then the data 
set was trained with the DNN classification algorithm which uses Relu activation and sigmoid activation methods. 
After training the data set it was evaluated using the test data set and predicted the results. The result acquired was 
the expected output and the accuracy of the models were compared. Attacks are inevitable in the network but one 
needs to have these attacks detected successfully. Detecting attacks and classifying them is important as there might 
be a loss of packets due to an attack. After detecting these attacks, the packets can be routed in such a way that it 
detects the attacker node and bypasses them. This is very useful when a number of devices are in the network. 
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